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FOREWORD

This publication, Navy Staff G fice Publication (NAVSO Pub) 5239-
29, "Controls Over Copyrighted Conputer Software" is issued by the
Naval Infornmation Systens Managenent Center (N SM).

Thi s publication provides Departnent of the Navy (DON) activities
wi t h gui dance and reconmended procedures for inplenenting "internal
managenent control s" to ensure conpliance wth copyrighted conputer
sof twar e agreenents.

The responsibility for "internal nanagenent controls" is under the
authority of the Commanding Oficer (GO or the Designated
Approving Authority (DAA). A Responsible Oficer will be
identified by the GO or DAA to inplenent internal nmanagenent

control procedures to ensure that copyrighted conputer software
agreenents are being properly followed within the conmmand. The

pl acenment of this authority decision rests Wi thin each activity.

This publication's goal is to assist DON activities as a "get well
process" and not as a neans for "tagging" copyright violators. The
general purpose of this publication is to assist DON activities in
devel opi ng and i npl ementing their own policies and procedures for
control ling and using conputer software prograns having |icensing
agreenents and copyright protection within the DO\

Instructions herein are issued for the informati on and conpli ance
of all persons in the DON and are effective upon receipt.

J. G HEKNAN
Rear Admral, SC, USN
Comrander



TABLE OF CONTENTS

Topi c
CHAPTER 1 CGENERAL | NFCRVATI ON

1.1, PUrpoSEe . ... .

1.2. Introduction ........... .. . ... e ..

1.5. Responsibilities ........................

1.6. Procedures .......... ...

APPENDI X A QUESTI ONS MOST OFTEN ASKED ABQUT

CCPYRI GHTED COWPUTER SOFTWARE . . . ..
APPENDI X B DEFINNTIONS ........ ... .. ... .. ...
APPENDI X C SURVEY SAMPLE. . . ....... .. ... ... ....

APPENDI X D NANAGEMENT CONSI DERATIONS. . ........

APPENDI X E  MEMORANDUM CF UNDERSTANDI NG SAMPLE

APPENDI X F | NTERNAL PROCEDURES SAMPLE. . .......

NAVSO P- 5
JULY 1994

239- 29

Page



NAVSO P- 5239- 29
JULY 1994

CHAPTER 1

GENERAL | NFORVATI ON

1.1. Purpose. This docunent provides guidance and procedures for
i npl enenting controls over copyrighted conputer software throughout
the Departnent of the Navy (DAN). Nunerous DoD instructions such
as DoD Instruction 7920.5, and SECNAV Instruc-tions 5239.2 and
5870.5 have established policy to enforce the software |icensing
provi sions of the contractual vehicle used to obtain comercia

sof tware and ensure conpliance with the terns and conditions for
conmmerci al software use, including copyright and |icense

agr eenent s.

1.2. Introduction. During 1993, DoDI G Audit Report No. 93-056
identified material weaknesses in the internal controls designed to
nmonitor the installation and accountability of copyrighted conputer
software prograns. This audit showed that 51 percent

of the 1,022 conputers tested within the DoD had copyri ght ed
software prograns installed w thout docunentation to prove that the
software had been legally acquired. It should, however, be
understood that this did not prove "illegal" use, but rather poor
record keeping. Unauthorized use of copyrighted conputer software
contravenes federal |aws and denies software vendors their rightful
revenues.

a. As stated in DoDIG Audit Report No. 93-056, copyrighted
conputer software prograns are used on approxi mately 400, 000
m croconputers throughout DoD. It is estinated that there are nore
than 175,000 m croconputers using copyrighted conputer software
within the DON  DON does not nmaintain "centralized" records on the
nunber of software prograns on hand, but a good estimate suggests
that mllions of software prograns are resident in DON
m cr oconput ers.

b. Federal copyright |aw grants copyright owners excl usive
rights to duplicate or distribute the prograns. Al though software
vendors attenpt to control unauthorized use of their products
t hrough |icensing agreenents that invoke the protection avail able
under copyright statutes, conpliance with |icensing agreenents
relies on the integrity of the software user.

c. The specific license agreenent for each software product
is explained i n docunent ati on acconpanyi ng the system di sks t hat
enabl e the user to install and operate software
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prograns on a conputer. Although the wording nmay differ slightly,
i cense agreenents specify that each software program purchased is
to be used on a specified nunber of conputers at

one tinme. Al so, an activity nmay purchase a "site |license" or a
license to use a software programon a |ocal area network (LAN).
Such licenses permt an activity to use the covered software
program by a specified nunber of users at any given tinme as stated
on the agreenent. Rather than incorporating built-in controls to
di sabl e software from bei ng copi ed, nost vendors attenpt to control
unaut hori zed use of their products through Iicensing agreenents
that invoke the protection avail abl e under copyright statutes.
Thus, as previously stated, conpliance with |icensing agreenents
relies on the integrity of the software user.

d. There are many questions and considerations that need to
be addressed by each activity before they establish and i npl enent
their own internal nmanagenent controls for copyrighted conputer
sof tware usage. This gui debook's purpose is to alert the DON
activities of the problem suggest processes and procedures to
correct the problemand recommend that corrective actions be
initiated i nmedi ately by each activity.

1.3. Copyright Laws. Title 17, United States Code, Section

106 gi ves owners of copyrights the exclusive rights to reproduce,
distribute, or nake derivative works of their nmaterial. Section
504 of the statute states that a copyright infringer is liable for
actual danmages to a copyright owner or statutory damages up to
$100, 000.

a. On 12 Decenber 1980, Public Law 96-517 was enacted to
gi ve software specific coverage under the Copyright Revision Act of
1976 (effective 1 January 1978). The Copyright Revision Act of
1976 gives certain rights (17 U S.C 8§ 117) to users which had been
prohi bi ted under the Copyright Revision Act of 1976 (17 U S.C 8§
106). Title 28 United States Code, Section 1498 enabl es owners of
commerci al software copyrights to take action agai nst the federa
government for copyright infringenent.

b. Title 17, United States Code, Section 117 provides that
it is not an infringenment of copyright for a |licensed user to nake
a copy of copyrighted conputer software or prograns if that copy is
created "as an essential step in the utilization of the
conputer programi or "for archival purposes only and that al
archival copies are destroyed in the event that continued
possession of the conputer program should cease to be rightful."
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c. Public Law 102-561 of 28 Cctober 1992 describes in detail
crimnal penalties for copyright infringenents. There
are many aspects to the protection of copyrighted nmaterials,
including software, that are not presented here. The reader should
not assune that these are the only |laws pertaining to the subject.
However, they are the essential ones specifically regarding
sof t war e.

d. Appendix A addresses a series of the "nost-asked"
questions pertaining to copyrighted conputer software and
equi pnent .

1.4. Policy. As identified in DoDI NST 7920.5, it is DoD policy
to:

a. Enforce the software |icensing provisions of the
contractual vehicle used to obtain comerci al software.

b. Inventory and report End User Conputing (EUC) systens,
whi ch include software, to the Defense Autonation Resources
I nformation Center (DAR O, in accordance with DoD 7950. 1- M

c. Establish effective internal managenent systens controls
for EUC systens.

1.5. Responsibilities

a. Commanding O ficers or Designated Approving Authorities
shal | :

(1) Establish uniformpolicies and procedures to ensure
that all DON activity personnel are nmade aware of their respon-
sibility associated wi th copyrighted conputer software prograns.
Appendi x E has a sanpl e nmenorandum of under standi ng that nay be
practical for organizations to use.

(2) Devel op plans for achieving conpliance with Copyright
Laws.

(3) Ensure that annual reviews are conducted for
eval uation of how the processes and procedures are neeting their
goals. Take action to correct any deficiencies discovered.
b. The Responsible Oficer shall:

(1) Prepare, issue, and update the Comrand' s procedures
and gui dance to ensure that all aspects of copyrighted conputer
software | aws are being conplied with appropriately.
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(2) Monitor the organization's inplenentati on of these
pr ocedur es.

1.6. Procedures. The followi ng are suggested actions/steps
for devel opi ng an organi zation's internal control process. Each
activity shall establish its own internal process/controls that
w Il support their mssion and address the following criteria:

a. Establish and distribute to all enpl oyees, the
activity's policy and internal process for addressing the use of
copyri ghted conputer software.

b. Consi der establishing supervisory/staff training to
explain the roles and responsibilities associated with the
organi zation's internal process for controlling copyrighted
conput er sof tware usage.

c. Survey the organization's conputers and identify al
copyrighted conputer software resident on each conputer. (This
type of survey nay be able to serve a nultitude of requirenents,
beyond just copyrighted software accountability.)

d. Forward this information to the Responsible G ficer for
establ i shing and nmai ntai ni ng a database of inventory.

e. Validate software purchase accountability by verifying
contract docunentation, purchase agreenents, etc.

f. Determne the software that is necessary for job
per f or mance.

g. Consider establishing a | ocal software users group/
sof tware standards team

h. Consi der purchasi ng census-type software managenent
tool(s) that will electronically inventory PC hard drives and
network servers to identify the resident software.

i. Performan audit, at |east annually, to validate that

the internal controls are satisfactorily neeting the O gan-
i zation's established goals and objecti ves.
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The Responsible O ficer, working closely with the Conmandi ng
G ficer/DAA and the O gani zation's Legal Counsel, wll determne
further appropriate actions.

A sanpl e survey, for inventory purposes, is outlined in Appendix C

A "boiler-plate" or sanple set of procedures is outlined in
Appendi x F.
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APPEND X A

QUESTI ONS MOST ASKED ABOUT OCPYRI GHTED
COWPUTER SCFTWARE

PLEASE REFER SPECI FI C QUESTI ONS TO YOUR ORGANI ZATI ON' S LEGAL
COUNSEL. THE RESPONSES TO THE FOLLOW NG QUESTI ONS ARE NOT TO BE
ACCEPTED AS LEGAL COUNSEL BUT RATHER AS GENERAL GUI DANCE

QL. WHAT ARE THE RULES ON USI NG GOVERNMENT COVPUTER EQUI PMENT?

Answer. The ready accessibility of office automation
equi pnent has led to the msuse of word processors, conputers, and
software. Vendor supplied software may not be reproduced
for distribution other than to authorized governnent agenci es,
according to the terns and conditions of the contract. |If you
viol ate copyright |laws and other conditions of a software |icensing
agreenent, you are acting on your own accord, and disciplinary
action may be taken agai nst you.

. HOW MANY " BACKUP" COPI ES OF THE APPLI CATI ON SOFTWARE CAN BE
MADE BY A USER?

Answer. There is no specific nunber that can be given because
each organi zati on has devel oped their own eval uation of "confort™
when they deal with "backups." Therefore, each organization nay
make as many copi es as they deem necessary but these backups are to
be used only when the originals fail. The intent of a "backup" is
primarily to be treated as an alternative or substitute kept _in
reserve for an energency.

Usually, it is suggested that the master disk be "wite
protected" when it is taken fromthe package, copied, and then the
copy used to load the software. Sonetines, a second copy wll be
made to be stored at sone off-site location as part of a
contingency plan. Backup procedures covering other nechani sns such
as tape, renovable hard drives, optical storage, etc. need to be
docunent ed.

@B. CAN | TAKE GOVERNMENT- OANED APPLI CATI ON SOFTWARE HOVE TO USE
ON MY PC VHEN WORKI NG ON A GOVERNMENT PRQJECT?

Answer. To the uninitiated, it would appear | ogical and
sensible to do this when the effort is in the best interest of the
government and the enpl oyee agrees to del ete the software

Al
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fromhis/her PC at the end of the effort. However, be warned,

that nost legal points of contact in DON activities believe the
answer to this questionis "NO" It is inportant for this question
to be answered on a case-by-case basis by your rganization's |egal
counsel .

4. WHERE DOES THE LI CENSI NG AGREEMENT DOCUMENTATI ON EXI ST I'N
DON ACTI VI TI ES?

Answer. This varies fromactivity to activity. The
Responsi ble O ficer should confer with the admnistrative personne
and t he purchasi ng/ procurenent personnel to determ ne where records
are kept for their activity.

. WHAT VALUES, ECONOM CALLY/ TECHNI CALLY, DOES A SI TE LI CENSI NG
AGREEMENT G VE AN ORGANI ZATI ON?

Answer. Depending on the terns of the site license, it nmay or
may not be nore economcal. Cten, the purchase of a site |icense
for a software package can result in |ower costs per unit of
software. |If a multi-user license is purchased for use on a
network server, the |license can often serve nore individuals than
the license was intended for. For exanple, if the multi-user
license is for 10 sinmultaneous users, but there are 24 people in
the activity, this neans that only 10 people at a tine can access
the software. Frequently, between travel, sick and annual | eave,
amount and type of usage, etc., there are very seldomgoing to
be nore than 10 peopl e who want to access the software sinmul -
taneously, so there won't be a problem |If the occasion does occur
where an 11th user tries to access the software, such a package
will usually informthe enpl oyee that access is denied and to try
again at a later tine.

Anot her exanple for potential savings is the cost of
docunentation. For exanple, in the situation where nmany VAX work
stations are installed at a site, there nay be a need for only one
or two sets of docunmentation. Since the docunentation is sold
separately fromthe software, this could result in considerable
savings for the activity.

For activities that centrally control the purchase and
installation of software onto their systens, a site |icense nay be
easier to manage froman inventory and | ogi stical perspective.

Q@G. WHAT DO WE DO I F WE CAN' T PROVE OMNERSHI P OF THE COPYRI GHTED
SOFTWARE THAT WE ARE USI NG?
A2
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Answer. First, discuss this problemwth your Responsible
Cficer and, if need be, your organization's Legal Counsel.
Hopefully, the organi zation will have a policy to address this
question. However, in the neantine, if software resides on a
conputer which you aren't using to performyour responsibilities,
and docunentation is not available to identify ownership, it is
recommended that you renove the software and notify the Responsible
Gficer imedi ately.

Q7. MAY | LOAD MY PERSONALLY- OANED SOFTWARE ONTO A GOVERNVENT
COMPUTER | F NEEDED TO PERFORM MY JOB?

Answer. (enerally, the answer is "NO" However, it is
recogni zed that there may be mtigating circunstances whi ch woul d
all ow such action. It is recomrended that each activity which
woul d consi der allow ng such action have a procedure which all ows
one to do this only after receiving authorization fromthe
Commanding Oficer or the DAA. In the agreenent, the owner of the
software nust state that he/she agrees to be liable for conpliance
with the licensing agreenment. The Responsi bl e Oficer
should file the "originals" of all such agreenents and have t hem
readily accessible in the case of an audit.
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APPENDI X B

DEFI NI TI ONS

APPLI CATI ON SOFTWARE : Prograns that performuseful functions in

t he processing or mani pul ati on of data; includes database managers,
word processors, spreadsheets, tel ecommunications, desktop
publ i shers, and other prograns that mani pul ate dat a.

AUTQVATED | NFCRVATI ON SYSTEMS (AIS) @ Any equi pnent or inter-
connected system or subsystem of equipnent that is used in the
automati c acquisition; storage; mani pul ati on; nmanagenent; novenent;
control; display; swtching; interchange; transm ssion or reception
of data and includes conputer software, firmvare, and hardware.

DES| GNATED APPROVI NG AUTHORITY (DAA) . Oficial with the authority
to formally assunme responsibility for operating an AlS or network
at an acceptable | evel of risk.

FREEWARE : Copyrighted software that has been nmade avail able to the
public without cost, is distributed froman authorized source, and

whi ch may have restrictions regarding use, further distribution or

resal e

LICENSE: An agreenent by a contractor to permt the use of
copyri ghted software under certain terns and conditions.

LOCAL AREA NETWORK :  An interconnected coll ection of conponents
that are physically located wwthin a small geographic area, such as
a building or canpus.

NETWORK: A systemthat is inplemented with a collection of
i nt erconnect ed conponents.

NETWORK SERVERS : A network device that normally houses the Network
Operating System and conmon-use files.

PERSONAL COVMPUTER (PC) : A microprocessor-based conputer which is
primarily intended to be used by one person at a tine. It is
usual |y characterized by relatively | ow cost and small physical
size (usually small enough to fit on a desk or table).

PUBLI C DOVAI N SOFTWARE : Software not copyrighted that can be
freely distributed wthout obtaining permssion fromthe author or
payi ng the author a fee.
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RESPONSI BLE OFFI CER (RO :  An i ndivi dual appointed by proper
authority to exercise custody, care, and safekeeping of property
entrusted to that individual's possession or under their
supervision; may include financial liability for |osses occurring
because of failure to exercise this obligation.

SHAREWARE :  Copyri ghted conputer software distributed on a tria
basis wwth a license to use for a "limted" period of tine.
Shareware is distributed by making it avail able on a conputer
bul l etin board or by encouragi ng holders of the software to all ow
others to copy it. Use of shareware beyond the |imted period may
carry an obligation to pay the copyright owner. Paynent usually
takes the formof a registration fee for which the user may get a
manual , support and updates. Further distributions by shareware
hol ders are nmade under the sane conditions of trial and inplied
obligation to pay.

SITE LICENSE: The use of the terns Site License, Corporate

Li cense, and Enterprise License all have neani ngs associated to

| arge quantity purchases. Therefore, the associated definitions
for these terns are nore accurately set by the contracting officer
and the conpany licensing the software. For the purpose of this
docunent all of these itens will be referred to as "Site License."
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APPENDI X C

COVPUTER SCFTWARE SURVEY

Nane:

Code:

Super vi sor :

Bui | di ng No:
Room No:

Conmput er Model Type:

Conputer Serial No:

Conputer Bar Code ID:

(Description, Mdel No, Serial No, Bar Code)
Peri pheral s:

Connected to
a LAN(s) Yes No

If "yes," specify the name of the LANs the conputers
connected to or has access to through data Iines:

List all software resident on this Conputer:

(Vendor) (Software Title) (Versi on) (Li cense Docunent ati on)
State Lic.# Serial #
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APPENDI X D

MANAGEMENT CONSI DERATI ONS
FOR EFFECTI VELY MANAG NG COPYRI GHTED COVPUTER SOFTWARE

The following is a list of questions that each activity's
managenent shoul d consi der before they establish, publish and
enforce its policies and procedures for controlling copyrighted
conput er software:

A Wi ch office shall be designated as the Activity's
Responsi ble O ficer for ensuring that the policy and
procedures for internally managi ng copyrighted conputer
software are being net? (Security, IRMAdm n, Logistics,
etc.)

B. Should it be a civilian or mlitary billet assignnent? (The
civilian billet may allow nore stability due to rotation of
officer assignnments and give the activity a chance to
establ i sh and docunent "corporate know edge.")

C Shoul d a training programbe established for the Responsible
G ficer and staff?

D. Shoul d each enpl oyee attend an annual training awareness
pr ogr an®

E. Shoul d the annual training/awareness be tied in with the
annual ethics or security training awareness progran?

F. Shoul d each enpl oyee be required to sign a "Mnorandum of
Under st andi ng" as descri bed i n Appendi x F?

G How of ten should an activity performan inspection to
verify and validate that the software resident on each
conput er has been properly obtai ned?

H. Shoul d the inspection address "sanpl e" popul ation or al
conputers at the comand?

D1



NAVSO P- 5239- 29
JULY 1994

APPENDI X E
SAMPLE

VEMORANDUM OF UNDERSTANDI NG FOR THE USERS OF COMVERCI AL SOFTWARE

MVEMORANDUM OF UNDERSTANDI NG
BETWEEN
THE COVVANDER OF
AND
PERSONNEL OF THI S COMVAND USI NG COVMERCI AL SOFTWARE

SUBJECT: Copyrighted Conputer Software Policy

1. | understand that software will only be used in accordance wth
the software |icensing agreenent.

2. | understand that if | know ngly nake, acquire, or use

unaut hori zed copi es of conputer software, | may be subject to

di sci pline according to the circunstances.

3. | understand that pursuant to federal statute, illegal
reproduction of comrercial software use is subject to civil damages
up to $100,000 (for willful infringenent) and crimnal penalties to
include fines and inprisonment for multiple reproductions for
conmmerci al purposes or private financial gain in accordance wth
Title 17, United States Copyright Code, Sections 504 and 506.

4. | have read and understand the software protection policies of
this activity and will abide by them

S| GNATURE/ DATE

NAME/ GRADE

ORGAN ZATI QN TELEPHONE NO



A

NAVSO P- 5239- 29
JULY 1994

APPENDI X F

( SAVPLE)
PROCEDURES
USED FOR | NTERNAL CONTROLS
TO MANAGE COPYRI GHTED COVPUTER SOFTWARE

A Responsible Oficer/Ofice needs to be assigned the
responsibility to devel op, establish and inplenent a process
and procedure for controlling the use of copyrighted

conput er software.

The organi zation distributes policy to all personnel

expl ai ning why these internal controls are required and

how t he organi zation plans to inplenent its process. This
policy will identify when this process goes into effect and
how each office is to inplenent it.

The survey, as described in Appendix C or a survey that is
devel oped by the organi zati on needs to be distributed

t hrough each office's managenent personnel w th an

establ i shed date for conpletion and return to the

Responsi ble Ofi cer.

The survey informati on nust be nmai ntai ned as an i nventory
dat abase for the organization. This database will be
updated periodically as stated in each organi zation's

policy statenent.

The Responsible Oficer with the assistance of each office
w Il then validate the survey information w th proof of
purchase, |icensing agreenents, and any other invoice

I nformation which will show proof of ownership for
accountability and validation.

Wien the above step is conpleted, the Responsible Oficer
wll report the findings to the Commandi ng O ficer of the
activity.

Corrective actions, if required, should then be directed by
t he Commandi ng O ficer.

This process nust be institutionalized as an annual process.
It is not a "single-tinme" action.
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